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Abstract— Pervasive computing is an important paradigm for
interacting with the increasingly complex environment
surrounding the wuser while social networking is equally
important for handling the daily interactions between users. One
challenge that has been identified recently is to bring these two
paradigms together in an integrated way so that the user has the
advantages of both, together with benefits arising from the
combination of the two. This is the aim of the SOCIETIES
project which is developing a system that combines general
pervasive system behaviour with social networking in a seamless
fashion. One of the important features on which the system is
based, is that of context aware personalization, and major
components in the SOCIETIES system include those of
personalization and context management. Within this, one of the
major challenges is that of building up a set of user preferences
to obtain the best predictions, especially since users will change
their minds about preferences from time to time. To achieve this
two different approaches (rule-based and neural net) are used by
the system to represent user preferences. This paper describes
the smart space approach developed in the Persist project and
currently being expanded in SOCIETIES, and then focuses on
the problem of managing user preferences. The rule-based
approach is described in detail and the neural net approach only
briefly. The strategy used employs both approaches and
compares the predictions of the two to obtain the best accuracy
and adaptability.
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I. INTRODUCTION

The notion of a social network has been around since the
1800s with significant developments in the first half of last
century. However, social networking has been transformed in
the past two decades through the emergence of a variety of
software systems enabling instant communication with any
number of users throughout the world. The combination of the
very large scale of operation coupled with ease of use of such
systems has led to the rapid adoption and huge success of
systems such as Facebook, Youtube, LinkedIn, Flickr, etc. Not
only is the number of users using such systems very large but
also the time spent on them represents a significant proportion
of the time that the average user spends on the computer.

On the other hand, pervasive computing has developed
more slowly, facing significant challenges. The need for
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pervasive computing arises from the increasingly complex
environment surrounding the user. As the technology for
sensors and other devices has developed, so their cost has
fallen dramatically and the range of different applications
encompassed by them has grown. The consequence of this has
been a steady growth in the number of devices of different
kinds (including sensors, computers and general appliances) in
the environment, creating an increasingly complex
environment surrounding the user, and hence a growing need
to provide support to enable the user to control this. This is one
of the driving motivations behind the development of pervasive
systems [1] —i.e. to provide the support necessary to enable the
user to control and manage the growing numbers of devices,
networks and services that are available at any time or place.
This has led to an increasing amount of research aimed at
finding solutions to the problems of pervasive and ubiquitous
computing, and more and more prototypes are emerging to test
different subsets of ideas in this area.

Although these two paradigms (social networking and
pervasive computing) are very different, the one concerned
with interaction with other users, the other concerned with
interaction with the environment, the two complement each
other and we believe that they can be brought together and
integrated seamlessly into a single system with the benefits of
both — a Pervasive Social Networking (PSN) system. There are
potentially significant benefits that could be gained from such a
merger. In fact there has been growing interest in extending
social networking by combining it with location awareness and
there are already a number of applications in which this has
been done — for example, systems such as FourSquare rely
entirely on this. However, combining social networking with
full pervasive system behaviour goes much further than this.

The SOCIETIES project is a large European research
project with fifteen partners which is building on recent
technical developments in pervasive computing and social
networking to create such systems. Development of a basic
prototype is almost complete and the process of testing it with
the aid of real users is under way.

This paper is concerned with the handling of
personalization in such a system and, in particular, the problem
of building up a set of user preferences despite changing
demands by the user. It describes the approach adopted within
the SOCIETIES project to handle this.
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The following section provides a brief description of the
problem being addressed. Section III describes some
background to the research while section IV describes the
notion of Personal Smart Spaces and their relevance to this
work. Section V outlines the relationship between Personal
Smart Spaces and fixed smart spaces, and the benefits of using
the PSS approach. Section VI provides a brief outline of the
process of personalizing the user’s physical environment while
section VII describes the rule-based approach in more detail.
Section VIII outlines the neural net approach very briefly while
section IX discusses the combined approach. Section X
summarizes and concludes.

II. THE CHALLENGE

The major challenge facing the SOCIETIES project is to
combine the functionality of social networking with that of
pervasive systems in an integrated way. The approach chosen
is based on the use of smart phones as the main user device
which can connect to other devices in the user’s environment
as required. The work has focused on the use of Android
devices coupled to the main processing and storage facilities in
the cloud.

However, one of the important problems facing such a
system, and indeed many other systems in which “smart”
technology is used, is the ability to adapt the behaviour
provided to take account of the needs and preferences of the
individual user depending on the circumstances prevailing at
any point in time — or, in other words, it must be both
personalizable and context aware. This applies not only to the
adaptation of the content provided by services and the manner
in which this is presented to the user but also to any actions
that the system may perform on behalf of the user. In order to
be able to do this, the system must build up sufficient
knowledge about the individual user and the adaptations or
actions that he/she performs and the context in which these
occur. Since it is unrealistic to rely on the user to provide such
information directly, the approach generally used is to monitor
the user’s actions and the context in which they are performed
and apply machine learning techniques to infer preferences
from this data.

Thus a major challenge facing the developers of pervasive
systems lies in how to use the data obtained from monitoring
user actions to build up a set of user preferences that reflect the
user’s needs and wishes as accurately as possible. This
problem is more difficult than it would appear, for two reasons:

(1) Their dependence on context. The selections that a user
makes or the actions that he/she takes are often dependent on
context. For example, when the user is at home, his/her
preferences relating to a particular service or device may be
different from when he/she is at work or relaxing with friends.
Thus the task of building up a preference to cover all possible
contexts in general may never be completed.

(2) Changeability of user preferences. Although some
preferences may remain constant over lengthy periods, others
will not. There are many reasons for this: services may change,
new services may become available or the user may simply
become aware of existing services that he/she may prefer, a
user’s circumstances may change, and so on. Whatever the

reason, the learning system needs to be able to adapt to such
changes.

It is important to involve the user whenever a decision is
taken on his/her behalf. This can be done by informing the user
whenever the system takes such an action and providing the
user with the means to override this if it is not what he/she
wants to happen. If the user accepts the action without
intervention, this can be taken as reinforcing the preference. If
not, the system must inform the learning process. But one is
still left with the problem of knowing whether a preference has
changed permanently, is subject to a one-off change or a new
context situation has arisen.

Thus the problem that is addressed by this paper is how
best to acquire a set of user preferences that accurately reflects
the user’s needs and wishes at any point in time. To try to solve
this problem, we are using two different systems — one based
on rule-based preferences, the other on neural networks. Both
are used in parallel and their outputs are used to determine
what action should be taken.

This paper provides some detail on the components of the
system and how it deals with this problem.

III.  BACKGROUND

Although the basic concepts of ubiquitous/pervasive
systems are generally agreed, there are many different
scenarios in which they may be used. As a result different
researchers have focused on different aspects of the problem or
different approaches to solving it, and the details of what
should be included in individual systems are still under debate.
As a consequence a number of different architectures and
prototypes for such systems have emerged, based on different
assumptions or different approaches to meeting them.

At one end of the spectrum one type of system in which
there has been considerable interest is that concerned with
“fixed smart spaces”. Much of the original work in this area
focused on the “Smart Home”. There has been considerable
interest in the development of systems that would control the
devices and services available in a smart home, especially to
provide support for elderly and disabled residents, making it
safe for them to live at home. The ideas explored have ranged
from simple home automation to more sophisticated domestic
ubiquitous computing environments. Examples of systems of
this type include the Adaptive House [2], MavHome [3],
Synapse [4], Ubisec [5], the Intelligent Home [6], etc.

In addition to work on the smart home, much research has
been devoted to developing intelligent systems to control
devices for other types of buildings. For example, building
automation within commercial buildings can cover lighting,
heating, ventilation, security, communication, and other
systems. This may be based on a single room or on a whole
building. Once again the ideas explored have ranged from
simple building automation to more sophisticated intelligent
buildings. Obvious examples include work done on the smart
office and on smart buildings for large organisations or public
buildings. For example, MIT’s Project Oxygen [7] uses
collections of embedded devices to “create intelligent spaces
inside offices, buildings, homes and vehicles”.
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Besides the work done on fixed smart spaces there has also
been considerable interest in developing systems to support the
mobile user. The problems here are different from those of
fixed smart spaces, and at least as challenging. A number of
research projects have explored pervasive system architectures
for the mobile user and developed prototypes to demonstrate
these. Examples include Mobilife [8], Spice [9], Daidalos [10],
etc. The latter project explored two separate architectures for
pervasive systems, focusing particularly on mobile users, and
developed prototypes for each of these.

In both fixed and mobile systems the main aim has been to
relieve the user of some of the burden of detailed interaction
and decision making that is needed. To do this, it is essential
that the system is aware of the needs and preferences of the
user and uses these to take decisions on the user’s behalf. This
process (of creating, maintaining and applying user preferences
in decision making) is sometimes referred to as personalization
since it has the effect of tailoring the system’s behaviour to the
particular needs and wishes of the individual user so that it
appears or acts differently for different users or for the same
user under different circumstances.

Thus far the prototypes that have been developed for
different ubiquitous/pervasive systems have adopted different
approaches to personalization. Some of the early developments
focused on wusing context information rather than user
preferences, and the resulting systems displayed context aware
rather than personalized behaviour. However, the importance
of incorporating user preferences into the decision making was
recognised and most projects now incorporate both context
awareness and some form of personalization.

One important decision that developers are faced with
regarding user preferences is the approach used to represent
and evaluate them. The two main contenders for this are some
form of rule-based representation or an artificial neural
network approach. The former has the advantage that the
preferences can be viewed by the user and altered manually if
the user disagrees with them while the latter has advantages in
terms of adaptability.

As pointed out in the previous section, the most challenging
problem with personalization lies in the acquisition of the user
preferences. The simplest way of doing this is to monitor the
user’s behaviour and use different forms of machine learning to
extract the preference information. However, in doing so one
needs to find solutions that address the problems of
incompleteness (due to missing context) and changeability
(distinguishing real changes to the user preferences from one-
off situations affecting the user’s choices).

IV. PERSONAL SMART SPACES

Much of the research done on the development of pervasive
systems has been focused on fixed smart spaces. Such systems
can provide significant levels of support for a user who is
within the fixed space although, unfortunately, when the user
steps outside of it, the support disappears. This situation has
been described as giving rise to “islands of pervasiveness”
surrounded by a void in which support for pervasive behaviour
is at best limited.

This problem was the main motivation behind the Persist
project [11]. The latter was a large European research project
which aimed at developing a pervasive system that bridged the
gap between fixed smart spaces and mobile systems. The
approach that was developed, used the notion of a Personal
Smart Space (PSS) to combine fixed smart spaces with those of
mobile systems. The result is a new type of system in which
the user is constantly covered by their own pervasive PSS.
However, while this does ensure continuous coverage for the
user, the behaviour of the system at any point in time and the
facilities it can provide will depend on whatever other PSSs are
nearby.

In order to create a PSS, the devices belonging to a single
user together with a set of services that are owned, controlled
or administered by the user, are connected together in a
network in such a way as to behave like a single system. This
set of devices form a dynamic space in which individual
devices can join or leave as required. They are connected using
peer-to-peer communication and operate together as a unit
(although they can operate independently if required).
Likewise the set of services associated with the PSS can be
shared or withheld according to the current context. One major
advantage of this approach is that it can be achieved without
the need for any fixed infrastructure (although it is able to
make use of such infrastructure where it is present).

Another important aspect of a PSS is the fact that it may be
either fixed or mobile. Thus the PSS belonging to a person will
generally be a mobile pervasive system that moves around with
the user and provides him/her with control over the set of
devices and services that form part of the PSS at any point in
time. On the other hand a fixed or static PSS is located in a
fixed position and provides access to the devices and services
that fall under its control. This is equivalent to the fixed smart
space generally associated with a smart building of some form
(smart home, smart office, etc.).

When the mobile PSS belonging to a user approaches
another PSS (either fixed or mobile), the two PSSs
communicate with each other, each sending a message to
identify itself to the other. Each PSS can then check whether it
recognizes the other PSS and can determine the level of trust it
has in the other. On the basis of this it will determine whether
and how much information about itself it is prepared to share
with the other PSS and whether or not to make available some
of'its services to the PSS. This applies whether the other PSS is
mobile or fixed.

In the case of Persist, the architecture used for developing
PSSs [12] is shown in Fig. 1. The same architecture applies to
both fixed and mobile PSSs.
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Fig. 1. The high level architecture of a Personal Smart Space in Persist

V. MOBILE AND FIXED SMART SPACES

From the previous section it was noted that each user is
associated with his/her own mobile PSS which moves around
with the user. At the same time a fixed smart space may be
controlled by a fixed PSS, which operates in exactly the same
way as the mobile PSS. As a mobile PSS moves around and
comes into range of another PSS, it will attempt to establish
communication with it in a peer-to-peer fashion. If they are
successful the two will be connected in a common network. As
other PSSs come within range, they may join the network, and
as they move away they will detach from the network. The
result is a completely dynamic network.

In the case of a fixed PSS, the same applies. When a mobile
PSS approaches it, they establish appropriate communication
between themselves via a common network. If other PSSs
approach they connect to the same network, and detach from it
if they move away.

Based on this there are two important properties of a PSS
affecting its behaviour. The first of these is that of
personalization, i.e. the ability of the system to keep track of
the individual preferences of its owner and to use these to adapt
the behaviour of the services it runs. This means that each PSS
may behave slightly differently from any other.

The second important property of a PSS is its ability to
offer services to other PSSs. This is particularly important for a
fixed PSS. Thus the PSS associated with an intelligent building
such as a smart office or smart home may offer a variety of
different services such as those relating to environmental
control. Thus in the case of a smart home or smart office the
system may provide a set of services to control room
temperature (via heating or air conditioning), ambient lighting
(through lights and curtains or blinds) and ventilation. Each of
these services may have one or more parameters that are used
to convey user preferences to the service. Thus the fixed PSS
will communicate with the PSSs of the users within it and offer
each of them an appropriate set of services.

By way of illustration, consider a situation in which a smart
office has a PSS which controls a number of devices in the

office, including heating and lighting. When no one is present
in the office (i.e. no other PSS is present), the preferences of
the smart office PSS itself are applied. These may be to
minimize energy consumption by switching off all lighting,
heating and air conditioning if no one is present. When a
mobile PSS corresponding to a recognized user enters the
office, the office advertises the temperature and lighting
services to the mobile PSS, which in turn returns its
preferences. These are then communicated to the services via
the appropriate parameters, and the services respond by
adjusting the temperature and lighting to meet the user’s
preferences.

If more than one mobile PSS corresponding to a recognized
user is present and their preferences in relation to temperature
and lighting are the same, the services will respond
accordingly. But if more than one PSS is present and the
corresponding preferences are not identical, this represents a
conflict and an appropriate conflict resolution mechanism is
invoked. This may be based on priority (e.g. most senior
person present, disabled person with particular needs for
temperature control, etc.), some form of averaging procedure
or other appropriate mechanism.

On the other hand suppose that the mobile PSS entering the
room belongs to a cleaner who enters the room after hours.
Once again the PSS of the cleaner and the room PSS will
establish communication between them. However, in this case,
even though the cleaner’s PSS may have a preferred
temperature, the room PSS may not provide the cleaner’s PSS
with access to the services responsible for temperature control
and the cleaner’s preferences in this regard will be ignored. On
the other hand, the room PSS will still offer the cleaner’s PSS
access to the lighting services.

This approach has several advantages. In the first place the
mobile PSS is responsible for maintaining the preferences of its
owner rather than having to build these into the fixed PSS. This
means that the user’s preferences are kept in one PSS under the
user’s control rather than having them duplicated in different
fixed PSSs over which the user has little or no control. This is
also of benefit to the learning process which can use the
occurrence of similar services in different fixed PSSs to build
up a more accurate profile of user preferences more rapidly.

In the second place the fixed PSS controls the processes of
making services available to mobile PSSs and can decide
which services to offer to any particular PSS (e.g. office
worker vs cleaner). This way of separating functionality
between fixed and mobile PSSs places the burden of conflict
resolution on the fixed PSS which is responsible for the device.

The idea of the PSS has been extended in the SOCIETIES
project to that of a CSS.

VI. PERSONALISATION IN SOCIETIES

In the prototype system that we have been developing for
SOCIETIES, personalization may be used for a variety of
tasks, including:

e Service personalization. Any service may have any
number of ‘personalizable parameters’ which may be
set by the action of a preference outcome.
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e Virtual identity selection. In order to maintain user
privacy, the user may have a number of virtual
identities, and user preferences may be used to select
the most appropriate virtual identity for a particular
service in a particular context.

e Other system personalization. Miscellaneous other
system components may make use of preferences to
tailor the overall service to the user.

To handle this, the system needs to build up a picture of the
user’s preferences. To do this, it must be capable of the
following:

(a) Monitoring user behaviour. It must recognize relevant
user actions and the context in which they are made.

(b) Learning behaviour patterns. From the accumulated
data the system needs to be able to extract/learn patterns of
behaviour of the user.

(c) Applying behaviour patterns. The system needs to be
able to recognize when a situation arises which matches the
conditions of a particular behaviour pattern, and apply this
pattern to reproduce the appropriate user action on behalf of the
user.

In the system that is being developed in SOCIETIES we are
using both a rule-based approach and a neural net approach
together to improve the overall accuracy and adaptability of the
system.

VII. RULE-BASED APPROACH

The rule-based approach was selected for two reasons. First
the data obtained from monitoring user actions and the context
in which they occur, can easily be stored in a database; then at
appropriate points in time machine learning techniques can be
applied to this data to identify user preferences in the form of
rules (or decision trees). In the second place, preference rules
in this form can be viewed and understood by the user. If the
user disagrees with any rule, he/she can alter them manually,
thereby giving the user ultimate control over the ways in which
their environment is adapted.

Since many user preferences are context-dependent, it is
natural to use an IF-THEN-ELSE format — in our case, a nested
IF-THEN-ELSE format. The condition part of each IF-THEN-
ELSE contains conditions based on user context. The result of
executing such a rule is referred to as the outcome, and
represents an action that the system needs to perform. An
example is:

IF service = VoIP AND location = work
THEN ringtone = tunel

For each of the types of personalization outlined in the
previous section the preferences have the same format. This
not only makes it easier for the user to understand but also for
the system to create and manage.

In our system the user always starts off with an initial
default preference set. This could simply be a standard default
set or one could provide different default subsets for different
types of users, i.e. some form of stereotyping. Whatever the

case, this initial set merely provides a starting point which is
adapted with time as the individual user’s preferences become
known. In the process existing preferences may be altered or
refined while new preferences may be discovered and added.

As mentioned the process of refining existing rule-based
preferences and acquiring new ones is achieved through
monitoring user actions and inferring preferences through some
form of machine learning. The type of action that is referred to
here is any act performed by the user that changes the
behaviour of a service — whether an internal service of the PSN
system or an external third party service. Thus the first step is
to identify the particular types of action that are needed for user
preferences.

The component responsible for User Monitoring is alerted
whenever an action of the type referred to is identified. The
information about the action is then stored together with the
relevant context information in the History database. The
crucial challenge here lies in selecting “relevant” context as
storing the complete set of context attributes each time an
action is encountered would lead to huge storage requirements
and a significant increase in processing requirements while
most of the context data would not be relevant.

One approach which helps to reduce the problem is to
identify groups of actions that have the same or similar sets of
relevant context attributes. However, ultimately, this challenge
of distinguishing what context attributes are relevant for what
actions, rests with the system developer to resolve.

The algorithm which we use for inferring preferences from
the History database is based on C4.5. Gain ratios are used
instead of simple Gain to avoid any problems that might arise
from attributes with multiple values. The algorithm has also
been adapted to include the calculation of confidence levels
that are used in subsequent preference merging and conflict
resolution.

However, this can lead to several problems as the size of
the History database grows. As a result a different strategy has
been adopted in which the database is divided into two
partitions corresponding to short-term and long-term memory.

The short-term memory store is used to contain the set of
tuples (user action + context) that have been captured since the
last execution of the learning algorithm. When the next
execution of the learning algorithm is triggered it is the data in
the short-term memory that are used for this purpose. The
preferences obtained from this are then merged with the
existing preference set to produce an updated set. The data in
the short-term memory data set are then added to the long-term
memory data set which contains the complete set of data for
the user (or an appropriate subset thereof).

If a conflict arises when merging the new preferences with
the existing preferences, the complete data set can be used to
resolve such conflicts. For example, suppose that one has a
user preference

IF service = VoIP AND location = work
THEN ringtone = tunel
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and the next execution of the learning algorithm applied to the
short-term memory yields

IF service = VoIP AND location = home
THEN ringtone = tune2

these two rules can be merged to produce

IF service = VoIP
THEN IF location = work THEN ringtone = tunel
ELSE IF location = home THEN ringtone = tune2

However, suppose that the user had switched the device to
mute while in a meeting at work, then the next execution of the
learning algorithm operating only on the short term memory
might produce:

IF service = VoIP and location = work
THEN ringtone = mute

When the system attempts to merge this with the existing
preference rule, this clearly gives rise to a conflict. It may be
that the user has changed his/her mind or it may be that some
other attribute of context has not been taken into account. By
running the learning algorithm again on the complete data set
(long term memory to which short term memory has now been
added), one may end up with

IF service = VoIP AND location = work
THEN IF current task = meeting
THEN ringtone = mute ELSE ringtone = tunel

This illustrates how the preference rules develop from the
two data sets.

This two-level strategy has three advantages:

(1) It enables stronger emphasis to be placed on recency
through the short term memory store.

(2) It is a much more efficient process in that the time taken
to process short term memory is very much less than that
required to process long term memory, and, provided no
conflict arises, processing short term memory is all that is
required.

(3) The long term memory provides the means to resolve
conflicts when they do occur, ensuring a better outcome.

VIII. NEURAL NET APPROACH

The neural net approach has a major advantage over rule-
based systems in that it operates incrementally, using every
relevant event either to reinforce learning or to predict actions.
As a result it adapts very quickly to changes. In the case of
SOCIETIES we are using a fairly simple neural network which
takes as input real world values relating to the user’s context
and the selected preference outcomes, and learns associations
between them. It can be visualized as two layers of nodes with
weighted connections between them, as illustrated in Fig. 2.
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Fig. 2. The topology of the neural network employed in the SOCIETIES
Pervasive Social Networking system

This is described more fully in a separate paper [14].

IX. COMBINED APPROACH

In the prototype of the SOCIETIES system the two
approaches are used in parallel. Whenever a relevant event or
change in context occurs, both systems are activated, and used
to predict what action the system needs to take to personalize
its behaviour at any point in time. If the results produced by the
two techniques agree, the system proceeds with the action.

If the results produced by the two techniques do not agree,
control is passed to a separate procedure which handles conflict
resolution. This uses several bits of information to decide
which result to act on, including the Confidence level and Date
of last update associated with the Preference Rules. Whatever
the final decision, the user is informed so that he/she can
intervene and change the decision if it is not what is wanted.

X.  CONCLUSION

The SOCIETIES project aims to combine the ideas of
pervasive computing with those of social networking systems
to produce a Pervasive Social Networking system (PSN) with
the properties of both. In order to create such a system in which
full pervasive system behaviour is combined with social
networking functionality, the approach we have followed is to
build a pervasive system with its own social networking
functionality which can connect to and interact with other
existing social networking systems. This builds on the notion
of a Personal Smart Space (PSS) developed within the Persist
project and extends this to incorporate social networking
concepts.

The platform that is being developed will be evaluated in a
set of three separate user trials during the next six months.
These are:

(1) Student trial, in which a number of students will be
given the platform to use over an extended period of several
months.
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(2) Disaster management trial, in which the system will be
employed by real disaster management end users in simulated
disaster situations.

(3) Enterprise trial, in which the system will be used by
industrial users for typical situations in commerce and industry,
including conference type applications.

However, in order for the system to be exposed to real
users, it must have a reliable system for handling user
preferences, including dealing with the problems of incomplete
preference rules due to context dependency and of changing
preferences.

This paper describes how the combination of rule-based
preferences with neural nets is being used to improve accuracy
and adaptability in the SOCIETIES system.
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